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Cybersecurity Solutions

Capabilities Statement

GSA Multiple Award Schedule Holder

SINs 54151HACS (Highly Adaptive Cybersecurity Services) | 611420 (IT Training)
54151S (Information Technology Professional Services)

HEADQUARTERS

800 S. Douglas Rd. Suite 940N
Coral Gables, FL 33134

Phone: 305-447-6750

Email: sgonzalez@ermprotect.com
Website: www.ermprotect.com

UEI: H52KHKAFHEHS8 | CAGE Code: 5FDC2
GSA Contract #: 47QTCA26D0040
Contract Period: March 18, 2026 — March 17, 2031

BUSINESS TYPE

I Minority-Owned Business

I SBA-Certified Women-Owned Small Business

I DOT Certified Disadvantaged Business
Enterprise

NAICS CODES
I 541690- Other Scientific and Technical
Consulting Services

I 518210- Computing Infrastructure Providers,
Data Processing, Web Hosting, and Related
Services

I 541211- Offices of Certified Public
Accountants

I 541512- Computer Systems Design Services

I 541513- Computer Facilities Management
Services

I 541519- Other Computer Related Services

I 541611- Administrative Management and
General Management Consulting Services

I 541618- Other Management Consulting
Services

I 541990- All Other Professional, Scientific,
and Technical Services

I 561499- All Other Business Support Services

I 561611- Investigation and Personal
Background Check Services

1 561621- Security Systems Services (Except
Locksmiths)

I 611420- Computer Training

I 611430- Professional and Management
Development Training

I 611519- Other Technical and Trade Schools

I 611710- Educational Support Services

[ERY\ Schedule

Trusted Cybersecurity.
Human First Delivery.

ERMProtect is a cybersecurity, digital forensics, and risk
management consulting firm with 28+ years of experience
helping organizations protect systems, data, people, and
mission critical operations. Founded in 1998, ERMProtect
delivers the depth and rigor of a large consulting firm with the
agility, access, and pricing of a boutique partner.

Core Competencies

L Cybersecurity
© Assessments & IT Audits

I Cybersecurity assessments: NIST
CSF & RMF, NIST SP 800 53, ISO
27001, CIS, CRI, & more

I Regulatory and compliance audits:
PCI, FISMA, HIPAA, GLBA, FERPA,
GDPR, FedRAMP, SOC 2, &
industry specific mandates

I Third party risk assessments

1 Penetration Testing &
'@, Adversarial Simulation

I Comprehensive penetration
testing: external & internal
network, web & mobile
application, wireless & cloud, Al
powered systems, ICS/SCADA &
loT, physical security, & social
engineering

I Advanced testing capabilities: red
teaming, blue teaming, purple
teaming, simulated DDoS attacks,
ransomware simulations

- Digital Forensics &
_5 Incident Response

I Digital forensics and incident
response for data breaches,
ransomware, fraud, insider
misconduct, and litigation support

I PCI PFlinvestigations and card
brand—-mandated breach
response

Al Strategy &

Risk Management
I Secure Al adoption advisory led
by PhD level Al experts

I Al strategy, governance, risk
assessments, & third party Al
vendor reviews

o:5e IT Consulting,

& Outsourcing, &

Implementation

I Virtual CISO & on-demand
consulting

I Implementation & remediation of
regular & cloud infrastructure

@ Security Training
I LMS-based security awareness

training & customized training
programs
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Differentiators
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28+ Years of Proven
Cybersecurity Experience

One Of ~20 PCI PFI
Certified Firms Worldwide,
Avuthorized By Major Card

Brands To Investigate
Payment Card Breaches

Certified Cybersecurity
Professionals (CISSP, CEH, PCI
QSA, PCI PFI, Etc.) with Masters
and Phds In Cybersecurity and

Information Technology

&

Experience Serving 450+ Clients
Across 40+ Industries, Including
Government And Fortune SO0
Organizations

®

Minority,
Women-Owned Status

&

Global Reach With
Multilingual Capabilities

Sample Government Clients

I United States Postal Service (USPS)

I Port of Oakland

I New York Department of Motor Vehicles

I Metropolitan Washington Airports Authority
I lowa Department of Administrative Services
I Metropolitan Atlanta Rapid Area Transit
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I West Virginia State Treasurer’s Office
I Maryland Judiciary

I Jackson Health System

I Miami-Dade County Finance Dept.

I Broward County

I Miami Dade County Public Schools
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Sample Private Clients
1 ADT, Inc.

I Assurant

I Florida Power & Light

I Linde Gas & Equipment
I BCI Miami

I Banco Santander

© &

ASSURANT FPL

}(BCi@ Miami

& Santander

Federal Past Performance

I Department of Defense

I Department of Homeland Security
I Department of the Treasury

I Department of State
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